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Abstract. In this work, we investigate the per-
formance analysis of a device-to-device (D2D)
communication network under an eavesdropper
E attack. Besides, we assume that E is located
in the proximal region where it can overhear
the information from the source S. Specifically,
S transmits information to the destination D,
adopting the power beacon’s enerqy to surmount
the limited energy budget. Moreover, to reduce
the quality of the eavesdropping link, the cooper-
ative jamming technique can be used, where the
multi-friendly jammers are employed to generate
the artificial noises to E continuously. As con-
sidering the above presentation, we derive the
quality of system analysis in terms of the outage
probability (OP), intercept probability (IP), and
secrecy outage probability (SOP) of the proposed
system model. Finally, the Monte-Carlo simula-
tions are performed to corroborate the exactness
of the mathematical analysis.
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1. Introduction

The Internet of things (IoT) has received sub-
stantial attention from academia and indus-
try because it is a promising communications
paradigm that can potentially boost the qual-
ity of life with advances in smart transportation,
manufacturing, smart cities, energy, health care,
agriculture, and retail [1,2]. Especially, it has
become a crucial research direction to acceler-
ate the evolution of the fifth-generation (5G) and
beyond [3-6]. Besides many benefits, the mas-
sive number of IoT users proposes new commu-
nication challenges due to the limited resources,
i.e., frequency, power. Fortunately, to improve
network performance by increasing the coverage
region, D2D communication has emerged as a
solution and allows the IoT devices to share the
content, as well as other users in close proxim-

ity, [7]-

Recently, wireless energy harvesting (EH) [8-
10] has emerged as a potential solution to pro-
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long the lifetime of WSNs. In wireless EH, the
energy-constrained devices can harvest energy
from radio frequency signals generated by am-
bient nodes. In [8], the authors studied the
EH Decode-and-Forward (DF) by applying a
time-switching (TS) scheme in a cooperative
Full-Duplex (FD) network, wherein a single-
antenna source wants to transmit its signal to
a multi-antenna destination with the help of
a two-antenna relay was investigated. Differ-
ent with [8], in [10], the authors employed a
static/dynamic power splitting (PS) scheme at
the relay, the outage probability and the diver-
sity gain of the dual-hop DF relay systems were
analyzed in the presence of a direct link with
simultaneous wireless information and power
transfer (SWIPT). By combining the TS and PS
schemes, the hybrid TS-PS named HTPSR was
studied to evaluate the quality of cooperative
half-duplex (HD) network in [11]. In [12-14],
the authors presented the EH relaying coopera-
tive network with PS protocol with power bea-
con (PB)-assisted to charge energy for wireless
devices and enhance the ability to exchange in-
formation between the nodes. The PB-aided
wireless power transfer models are suitable for
large-scale WSNs or ad-hoc wireless networks.
More specifically, the authors in [15,16] proposed
novel multi-hop multi-path PB-assisted cooper-
ating networks with path selection methods to
enhance the system performance.

In addition, physical-layer security (PLS) [17-
19] has also attracted much attention from re-
searchers as an efficient method to obtain se-
curity. Due to its simple implementation, i.e.,
exploiting only wireless medium characteristics
such as link distance and channel state infor-
mation (CSI), PLS can be effectively imple-
mented in wireless sensor networks (WSNs),
internet-of-things (IoT) networks, etc. [20-22].
In [22], the secrecy performance of transmit an-
tenna selection/selection combining(TAS/SC)-
based multi-hop harvest-to-transmit cognitive
WSNs under the joint impact of interference
constraint, limited-energy source, and hardware
impairments was investigated. The authors de-
rived new exact and asymptotic expressions of
the end-to-end secrecy outage probability (SOP)
and probability of non-zero secrecy capacity
(PNSC) over the Rayleigh fading channel. In
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[17], Tin et al. also used TAS and harvest-to-jam
techniques to improve security and energy effi-
ciency. Specifically, they derived the closed-form
expressions of the probability of successful and
secure communication (SS), outage probability
(OP), and intercept probability (IP) for the sys-
tem by considering both co-channel interference
and hardware impairments. Despite many fruit-
ful results obtained from the literature to im-
prove the PLS in IoT networks [23-25], none of
these works considered jammer in their system
model. Therefore, to reduce quality of the eaves-
dropping channels and increase the credibility of
the legitimate channels, in [26-28], the authors
proposed cooperative jamming (CJ) techniques,
where friendly jammers are adopted to generate
artificial noises on the eavesdropper, and the le-
gitimate receivers must cooperate with the jam-
mers to cancel the interference in the received
signals.

Motivated by the above discussions, this pa-
per proposed and investigated the performance
analysis of the D2D network under power bea-
con assistance in the presence of eavesdropper
and multi-friendly jammers. Furthermore, the
source node, which is equipped with an EH cir-
cuit, harvests energy from a power beacon. The
main contributions are listed as follows:

e We consider a single-input single-output
D2D system model in which the source node
harvests energy from a power beacon and
helps S transfer information to the des-
tination in the presence of an eavesdrop-
per. Moreover, multi-friendly jammers are
adopted to reduce the ability to eavesdrop
on information from E.

e For the SWIPT technique, a time-switching
scheme is considered in our work to illus-
trate the EH process at the source node.
Specifically, we derive the closed-form ex-
pressions in terms of OP, IP, and SOP to
evaluate the quality of the proposed system.
On the other hand, the indept security-
reliability trade-off analysis is investigated.

e Simulation results are performed to corrob-
orate the exactness of our analysis. The
simulation results show the influences of
different parameters on the system perfor-
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Fig. 1: SWIPT-based cooperative D2D networks in the
presence of an eavesdropper and multi friendly
jammers.

mance and how to select these parameters
appropriately to eliminate the eavesdrop-
per’s impacts.

2.  System model

As shown in Fig.1, a source node S harvests en-
ergy from a power beacon B. Then, S will trans-
mit the information to the destination by us-
ing this energy, and eavesdropper E will over-
hear this signal in the broadcast phase. Fur-
thermore, there are M multiple friendly jammers
denoted by Jq,Js, ..., Jps that generate artificial
noises on the eavesdropper and the legitimate
users must cooperate with jammers to remove
these noises in their received information. Please
noticed that in our proposed model, we assume
that the jammers are located very far from the
power beacon B and can not harvest the energy.
The EH and information processing are shown in
Fig. 2. During the first time slot oT, S will har-
vest the energy from B, and it adopts this energy
to transmit its signal to the destination D in the
second time slot (1 —a)T, wherein T is the total
time for whole processing. In our model, we as-
sume that the channels between nodes are block
Rayleigh fading. The reason that we choose the
Rayleigh fading channel is simple and very easy
to encounter in densely populated environments,
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Fig. 2: Energy Harvesting and Information transmis-
sion processing.

especially in environments covered by buildings
and trees. Moreover, Rayleigh fading channel
will be worse than Rician or Nakagami-m chan-
nel and if we examine the quality of the sys-
tem in a Rayleigh environment that it meets the
needs of the users, then of course in a Rician or
Nakagami-m environment it will satisfy. Thus,
the squared amplitudes of the channel gains such
as |th|2 = '7BSa|hSD|2 = 7sp, etc. are expo-
nential random variables (RVs) whose cumula-
tive distribution function (CDF) and probabil-
ity density function (PDF) have the following
forms, respectively:

Fx(x) =1—exp(—Ax), (1)

fx(@) = Aexp(—Aa),z>0.  (2)
where A is the mean of the exponential random
variable X.

As mentioned above, in the first phase, the
source S employs all harvested energy to trans-
mit the signal to the destination D. By apply-
ing the time-switching (TS) scheme, the average
transmit power at S can be given as [29]

Es
(1-a)T

_ naTPg|hgs|”
(1-a)T

Pg = = uPrvyBs,

(3)
where Pp is the transmit power at the power

beacon B, y = %=, and 0 < < 1 denotes the
energy conversion efficiency.
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In the broadcast phase, the received signal at
the destination D can be expressed as

M
yp = hspxs + Z r3,hy,p+np,  (4)

n=1
where zg is the transmitted signal at the source
S and E {|xs|2} = Pg; np is the zero-mean ad-
ditive white Gaussian noise (AWGN) with vari-
ance Ny and E {e} is the expectation operator.

For simplicity, we assume that all the friendly
jammers have the same transmit power Py, i.e.,

E {mn\z} -
LS

n=1,2,....,M

Because D have to cooperate with the jam-
mers to remove the artificial noises which are
generated by jammers in its received signal.
Hence, (4) can be re-written by

(5)

yp = hspxs + np,

Next, the received signal at the eavesdropper
E can be expressed as

M
ye = hsprs + Y w3, hy,p+ne,  (6)

n=1

Based on (3), (5) and (6), the signal to noise
(SNR) at D and E can be given as, respectively.

(7)

7 = p¥YspYBS;

_ plhse|’|hps|*® _ myseyesY ®)
M X +1 "’
A | pl*+1
n=1

M

_ Ps i} — 2

where ¥ = ££,® = £ and X = Zl |hy &l
n=

Next, the data rate expressions at D and E
can be obtained by, respectively.

Cp = (1 — a)logy(1 + ),
Cg = (1 — a)logy(1 + yE),

Remark 1. Based on [30, eq.35], the PDF of
RV X can be computed as

M

(9)

“Lexp(=Ajpx), (10)
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3. Performance analysis

3.1.  Outage probability (OP)

analysis

Based on (7) and (9), the OP of system can be
calculated by [31]

OP =Pr(Cp < Cyp,) = Pr (u¥vspyBS < Yen)
-pe (o < ) = ] Foo (3) ot

oo
=1— s [ exp (—773:'\1),‘;]3
0

— )\Bsx> dx,
(11)
Ct h
where v, = 9T-&7 — 1 is the predefined thresh-

old of system and Cy, is the target rate.
By using [32, eq.3.324.1], (11) can be reformu-

lated as
X K1 (2

where K, (o) is the modified Bessel function of
the second kind and v-th order.

VthABSASD

P=1-2
0 v

v
(12)

Veh ABSASD )

3.2. Intercept probability (IP)

analysis

Destination will be intercepted if eavesdropper
can successfully wiretap signal, i.e. Cg > Cyp,.
Therefore, the IP can be defined as [33-35]

IP = Pr(Cg > Cu) = Pr (7e > i)

13
=1-Pr(ve <), (13)

By substituting (8) into (13), we obtain:

IP=1—Pr (7“7;;3(1318@ < %h)

=1- OfF’YSE"/BS (%) x fx(x)dl’,
(14)

First, by using the result from (12) to cal-
culate the product of two variables ysgygs as
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following

[ Dz+1 Dr+1
Frspys (%} [M\I?;Jr ]) =Pr ('VSE'YBS < ’Yth[u\lqu_ ])

= b[lF’YSE (%) X f'YBS(y)dy

=1—)ps [ exp (—7”“?‘15”1] — >\Bsy> dy
0
o [Yen AsEApS [Pa+1]
=1—-2 YthASE /ﬁlls
x K1 (2 Wth’\SE;\Ll‘BIIS[‘I’EJrl]) :
(15)

By substituting (10) and (15) into (14), the
IP can be re-computed as (16) shown in the next
top page.

In order to find the closed-form expression for

(16), firstly, we denote y = @z + 1, (16) can be
re-written by

A1e) M VAen AsEA
P=1-% (E)—l)I;i\Z\fS;xPBS x exp (A42)

oo (y—1)MTyl2
X{{ exp (—A{;y) K, (2\/7%) dy }7

(17)

Next, for ease of analysis,
Maclaurin series as following

we apply the

ox s ()
pOE ) ’“z::ko (18)
Pl

By substituting (18) into (17), and then by
applying [32, eq.6.592.4], the closed-form expres-
sion of IP can be claimed by

oo (- (242)" exp(242)
IP=1- kZ::O (’\bE)‘BS'th )k
XG3’O ASEABSYth 0 (19)
1,3 wo -M,k+1,k )~
where G, <z| (Zl""’zp ) is the Meijer G-
’ 1y-++y0q
function.
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3.3. Secrecy outage probability

(SOP) analysis

For a general communication system, the secrecy
rate is determined as the maximum between zero
and the value of the difference between the chan-
nel rate at the destination and eavesdropper [19].
The secrecy capacity can be thus expressed by

Cseec = max (Cp — Cg,0), (20)
The SOP can be determined as following if the
secrecy capacity is lower than the threshold of
system

1
SOP = Pr (Csec < Cyp,) = Pr < + D

1+9E

where Jip, = v + 1.

Based on (7) and (8), the SOP can be refor-
mulated by

1+ u¥yspyBs

HysEvBs Y
+ PX+1

SOP = Pr ( < m) , (22

It is easy to observe that the closed-form ex-
pression of SOP in (22) is unsolvable due to
the difficulty of deriving its probability distri-
bution. To address this issue, we have used the
approximation 11‘1 ~ ¢ which is widely adopted
in [36,37]. Therefore, (22) can be derived as

SOP =~ Pr (2222 < 5, ) = Pr (2 < 3%)
= fFQ (’ZI)%) X fx<.’17)dx,
0

(23)
where ) = 252
YSE
From (23), the CDF of €2 can be computed by
Fo (7”1) =Pr (Q < 2—;) =Pr (?/:E < :;f;)
f YsSD (’Why) f’YSE( )
=1-Xsg of exp (-*AS%Z‘W - )\SEZU) dy
— ASDYth
AsDYir +PTAsE’
(24)
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2(\5e)" VAsEABS yen (@ +1)

_ AsEABsYen (P + 1)
IP=1- M1 -2 Ky |2 d
IS [t [ D (o o),
(16)
By substituting (10) and (24) into (23), we
obtain: w — Monte-éar\o Simulation
o o Analysis with a=0.25
)\SDﬁ/th ()\JE)M .’L']V[_l eXp(_)\JE(E) X Analysis with 0=0.55
SOP = (M —1)1®) ASDYth dz,
*PASE 4 T+ “Gxan -
(25) &
%
Finally, with the help of [32, eq.3.383.10], the ~ £
SOP can be thus found by )
o]
SOP :)\SD;?%};(S);;]E)M X ()\;i;}’;h)Mil ©
X exp (ASL;:\JSZVM) T (1 — M, Asgj:\J;jm)
(26) ,
1o s s s s
0 5 10 15 20 25

oo
where T’ (a, z) = [ e *t* !dt is the incomplete
T

gamma function.

4. Numerical results

In this section, Monte-Carlo simulations are fur-
nished to verify the theoretical expressions and
the effects of various parameters on the system
performance. To obtain the OP, IP and SOP
for the proposed schemes, we perform 10° inde-
pendent trials, and the channel coefficients are
randomly generated as Rayleigh fading in each
trial.

In Figs. 3 and 4, we sketch the OP and
IP as functions of ¥(dB) with different o val-
ues, where Cy,=0.25 bps/Hz, n=0.8, M=1 and
®=1dB. First, in Fig. 3, we can see that if the
V¥ is higher, the better OP can be obtained. On
the other hand, in Fig. 4, the IP is also pro-
portional to the ¥ value. This is easy to ex-
plain since when we increase the value of trans-
mit power, the possibility to receive transmitted
information from the source at the destination
will be higher, so OP will decrease. Moreover,
based on observation in (3), when a=0.25 case,
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U(dB)

Fig. 3: OP versus ¥ with Cy;,=0.25 bps/Hz and n=0.8.
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Fig. 4: IP versus ¥ with Cy;,=0.25 bps/Hz, n=0.8, M=1

and & = 1 dB.

the transmit power will be lower than a=0.55
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case. Furthermore, in (11), the OP is a linear
function of the transmit power W, hence, the
OP with a=0.55 is better than the OP with
a=0.25. Besides, when increasing the transmit
power, the possibility of E eavesdropping data
from the source is also very high. As the same
explaination for OP case, the IP is the better
if «=0.55 and the transmit power W increases
gradually. So, the problem is that we have to
trade off between OP and IP. It means that if we
want the system to work well, we must accept
high eavesdropping information and vice versa.
In more detail, for example in Fig. 3, with =12
dB, the OP is 0.1 while the IP is approximately
0.75 in Fig. 4. Hence, with the choice of simu-
lation parameters as shown above, the overhear
ability of E is still very high and in order to re-
duce the IP value, we can increase the number
of jammers as shown in Fig. 5.

0.8

T T
Monte-Carlo Simulation

> Analysis with ®=1dB
% Analysis with $=3dB

o
=
al

o
3

o
o
a1

o
o

0.55

Intercept probability(IP)
o
o

0.45

0.4

0.35

0.3 I I I I I I
1 2 3 4 5 6 7 8

Number of jammers (M)

Fig. 5: IP versus M with C;,=0.25 bps/Hz, n=0.8,

a=0.5 and ¥ = 10 dB.

In order that the system works well, we have
to find solutions which reduce E’s eavesdrop-
ping ability. So, as the same parameter such as
C¢,=0.25 bps/Hz, n=0.8 for OP analysis, we can
observe in Fig. 3, the OP is very close the 0.1
value when W=12dB. If want to hold this value,
we will choose to increase the transmit power of
the jammer as well as choose a large number of
jammers to decrease the IP value where is illus-
trated in Fig. 5.
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3,® =3dB and ¥ = 10 dB.

In Figs. 6 and 7, we plot the OP and IP as
functions of a, where Cy;,=0.25 bps/Hz, n=0.8,
¥ = 10 dB, M=3 and ¢ = 3 dB. By observing
the results, the optimal « can be found when the
OP is minimum in Fig. 6 and IP is maximum
in Fig. 7. This optimal a value varies between
0.7 and 0.8. In both figures, once again, the
trade-off between OP and IP is described clearly
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where the o value that makes the OP minimize
will make the IP maximally. Therefore, the cho-
sen « value must guarantee trade-off condition
between OP and IP in practice. The recommen-
dation « value in both Figs. 6 and 7 is approxi-
mately 0.2 with specific values set as above.

— Analysis
% Monte-Carlo Simulation

o
©
T

o
<)
T

Secrecy Outage probability(SOP)
o o
= ~

o
3]
T

0.4 I I I I

Fig. 8: SOP versus a with Cy;,=0.25 bps/Hz, n=0.8,
= 1dB and ¥ = 5dB.

For a general analysis, finally, the SOP versus
«a with different number of jammers is investi-
gated shown in Fig. 8, where Cy,=0.25 bps/Hz,
1n=0.8, ¥ = 5 dB and ¢ = 1 dB. Similar to Figs.
6 and 7, there also exists an optimal value of «
to minimize SOP. For instance, when M equals
1, the SOP performance converges to the opti-
mal « value equals 0.6, then SOP value increases
when « varies from 0.6 to 1 and decreases when
« varies from 0 to 0.6. Moreover, it is easily ob-
served that the higher value of ® is, the the lower
the secrecy performance can be achieved. Be-
cause of the higher ® at the jammers, it will in-
crease the power of artificial noises on the eaves-
dropper and make the received capacity Cg to
decrease.

5. Conclusions

In this paper, we studied a D2D network that is
assisted by a power beacon, an EH source, a des-

(© 2021 Journal of Advanced Engineering and Computation (JAEC)

tination under the impact of an eavesdropper,
and multi-friendly jammers. The source node
can harvest energy from a power beacon and
used this energy to transmit its data to the desti-
nation. At the same time, other sources transfer
information or noises using the same frequency.
As mentioned above, we derive the performance
analysis of the OP, IP, and SOP to estimate the
system quality. Finally, the Monte-Carlo simu-
lation is carried out to confirm the rightness of
the mathematic analysis. The results also ex-
press the trade-off between the OP and IP. For
future work, it is of interest to extend the aver-
age secrecy capacity (ASC) analysis and inves-
tigate to the case of a more generalized model
such as investigating multi-sources, multi desti-
nations models,i.e., and Rician or Weibull fading
channels.
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